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Executive Summary 
The ECC Report presents a limited review of the issues and possible 
remedies associated with abuse and fraud.  There are omissions from the 
report that need to be addressed for it to be comprehensive and complete. 
Not enough is made of the role of revenue sharing or the lack of an 
appropriate regime that high tariffs numbers exist in.  ETNO supports the 
intent of the report, but by making both general and detailed comments, it 
seeks to demonstrate that other actions are required to address abuse and 
fraud.  If the report were to address these other issues, e.g. being able to 
correctly identify legitimate numbers, the report would be more complete. 
 
 

Introduction 
 
ETNO represents the voice of 40 of Europe’s largest, well established 
telecommunications operators in 34 countries. As public network operators, 
ETNO members have a great interest in consumer issues. Therefore, ETNO 
has reviewed the Draft ECC Report 86 “Consumer Abuses and Fraud Issues 
Relating to High Tariff Services”. Whilst supporting the intent of Draft ECC 
Report 86 “Consumer Abuses and Fraud Issues Relating to High Tariff 
Services”, the Association believes that there are number of further issues 
that need to be addressed. 
 
Draft ECC report 86 is comprehensive in the limited approach to consumer 
issues associated with abuse and fraud.  Whilst the report recognises the 
close relationship between fraud and abuse, it does not address the 
fundamental issues associated with abuse and fraud. 
 
In addition to discussing a number of issues where the report could be 
strengthened, Annex 1 to this paper contains detailed comments upon the 
text. 
 
 
Discussion  
 
The title of the draft report relates to abuse and fraud issues relating to high 
tariff numbers.  However it is not only the fact the numbers have high tariffs 
that make them attractive to entities that undertake abuse and fraud 
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activities.  The attraction, and fundamental issue with abuse and fraud, also 
comes from the ability to share revenue and of a lack of governance that a 
Communications Provider (CP) has to undertake.   
 
The fact that controls associated with revenue sharing can be circumvented 
in the current regulatory environment, no longer based on licences but on 
general authorisations, allows for entities to have a revenue share as part of 
the termination rights.  This in turn increases the need for National Number 
Plan Administrators (NNPA) to exercise due diligence to whom numbers 
are allocated.  It should be seen as an important task for NNPA’s to develop 
such tests to ensure that entities with a proven track record in abuse and 
fraud are denied number assignments. 
 
Governance of Premium Rate Numbers (PRNs) is normally performed by a 
separate entity that has its activity empowered in the law e.g. ICSTS in the 
UK and RegTel in Ireland. It would seem appropriate to have all numbers 
that attract a high tariff, not only PRNs, and that are potentially subject to 
fraud and abuse, covered by such entities.  The draft report itself is very 
confusing as to what is being discussed talking in the title of “High Tariff 
Services”, also referring to “High Rate Services” and then (in section 11.2) 
“Premium Rate Services”. 
 
In recognising the impact of liberalisation upon the communications 
environment (Section 9), the report focuses upon remedies but does not 
address the fundamental cause of the issue as previously identified.  The 
relationship between CP’s and their customers is one that is rightly the 
province of the parties concerned.  The ability and choice of a CP to consider 
refunds will depend upon circumstances.  This should be better reflected in 
the report rather then the blanket statement of “empowering the originating 
operator…”. 
 
The report is correct in that the international dimension of telephone 
numbers does add a degree of complexity.  However in the opening 
paragraph of Section 10, reference to “…calls that are terminated short of the 
designated country” is very general.  As such it must be recognised that in 
to-day’s commercial environment there are ways of routeing calls that are 
acceptable that need to be allowed, as recognised in section 10.3.  
Throughout Section 10 whilst the difficulty of dealing with International 
abuse is recognised the fundamental issue of CP’s being able to determine 
what is and what is not a legitimate number. This is a point that the report 
assumes, in section 12.1, as being possible. The notification of opening up of 
number ranges, or of number range changes, overseas has become very 
complex.  There are mechanisms available to communicate legitimate 
number ranges, such as the ITU Operational Bulletin, but this is by no 
means as comprehensive or as complete as required.  There is no one place 
for CP’s to easily refer to for a complete overview of a legitimate number 
range to enable validation of numbers that are to be dialled and thus opened 
at the International Switch. 
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Conclusion 
 
Draft Report 86 “Consumer Abuses and Fraud Issues Relating to High Tariff 
Services” is a positive action and as such ETNO supports the goals that this 
report is trying to achieve.  The report presents a limited review of the 
issues and possible remedies.  There are omissions, identified above, from 
the report that need to be addressed for it to be comprehensive and 
complete.



 
ETNO Expert Contribution EC085 (2006/05) 

 
ANNEX 1 

 
Number Location Comment 
1 Section 1, 

Paragraph 1, 
Sentence 1 

Reference is made to “High Tariff services” – not “High 
tariff Numbers”.  This is inconsistent 

2 Section 2 Definitions There are no definitions – but rather abbreviations 
3 Section 3  The model refers to Premium Rate Service Provider.  As 

number ranges may have Premium Rate Numbers the 
implication is that it is only these numbers that are being 
addressed by this report.  This is incorrect 

4 Section 3 Paragraph beginning “Most Callers…” refers to the 
method of the calls being made is via incumbent 
networks.  The point being made by this and subsequent 
paragraphs in this section is not clear 

5 Section 5 The first paragraph refers to four possible causes, but 
has five items.  Also the list is not complete as other 
issues may include  

• Consumer makes a legitimate call to the high tariff 
number (such as a help line) but is placed on hold 

• Consumer responds to an SMS message and is 
placed on hold 

6 Section 5 The last Paragraph is not clear, as it begins by talking 
about the “originating operator” but then refers to the 
“PRSP” 

7 Section 6  The topic is not considered further, and as indicated in 
the main body of the response, is a weakness of the 
report. 

8 Section 7 and 8 The sections “Abuses by Premium Rate Service 
Providers” and “Fraudulent Abuses on Premium Rate 
Numbers” is confusing.  There is an interrelationship 
between the two that needs to be reflected in the report.  
There is a mixture of fraud activity such as “Call back 
Messages” and technical such as “Billing Cycle abuse” 

9 Section 11.17 The auto dialling software is discussed as in a national 
environment which raises the issue of policing?  Nor is 
there recognition that, given the global nature of the 
Internet, that such auto diallers may come from overseas 
where no such registration is required and may use a 
number that is from yet a third country 

10 Section 12.4 This section refers to exchange of information but does 
not recognise that much of the abuse and fraud reflects 
the society.  Therefore an issue in country A may not be 
an issue in country B.  Caution should be exercised when 
exchanging such information so that data protection is 
maintained and misrepresentation does not occur 

 


