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ETNO welcomes this opportunity to comment on the public consultation “on measures to further 

improve the effectiveness of the fight against illegal content online” launched by the European 

Commission, which follows in the footsteps of the Commission Communication of September 2017 

and the Recommendation of March 2018. Our Association recognises the need to work towards an 

online environment respecting – to the fullest possible extent – the applicable legal requirements 

and, with this aim, to further address availability and proliferation of illegal content online. 

ETNO would like to provide the Commission with its views to this debate. European 

telecommunications operators can look back at a long lasting and remain involved in a continued 

engagement in the endeavour to fight illegal content online, not least regarding in their capacity as 

intermediary service providers. 

  

Drawing on this experience, ETNO would like to stress the following key messages: 

 The internet has developed organically over the last decades and is now subject to both 

general regulation and, where this has not been sufficiently targeted, specific regulation.  

Examples are the E-Commerce Directive (“ECD”), the Intellectual Property Rights 

Enforcement Directive (“IPRED”) and national as well as EU legislation to address terrorism, 

child protection, online fraud etc. Several successful self-regulatory measures and/or MoU at 

national as well as EU level complement these legislative frameworks. An assessment of 

objectives and a listing of risks to be addressed with priority as well as (best practice) 

instruments to achieve these aims seems to be an important step to be undertaken in the 

first place.  

 A proportionate approach needs to be maintained, aimed at striking the right balance 

between the need to guarantee a legally sound online environment, the development of 

innovative services and the respect of fundamental rights. 

 Ensuring legal certainty and a fair collaboration amongst stakeholders, each according to 

their role, are key aspects. 

 Intermediary service providers in particular should in no case replace the judicial authorities 

in establishing the legality/illegality of conduct or content that has been notified as being 

allegedly illegal. This would imply taking up a role and responsibilities that intermediaries 

cannot assume. These service providers should act to remove or disable access to the 

content only upon a competent authority’s decision. 

 The ECD has proven to be a flexible and effective instrument. It is a corner stone for ensuring 

innovation in the digital economy. Article 15 of ECD is a fundamental provision to the 

proportionate balancing of rights and core to the continued provision of digital economy 

services. 

 However, it is crucial to make a distinction between the roles of the different players in the 

value chain: some intermediaries play a "passive role" (e.g. internet access service providers 

and cloud hosting providers), while others play an active role by prioritising and organising 
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content. And therefore, ETNO agrees with some kind of targeted measures on certain 

hosting platforms which do not perform a neutral role in distributing and giving access to 

illegal content online. 

 There are huge differences between various unlawful activities/content that can be found 

online, and the related social value and economic impact. There cannot be a ‘one size fits all’ 

solution. 

 As regards those new agents who use business models that allow accessing illegal content; it 

may be scope for some kind of voluntary agreements between all the agents involved in the 

value chain and ratified by the Competent Authorities. It is essential that any action taken 

under these voluntary agreements is proportionate and necessary to achieve the objectives 

pursued and maintain a balance between all the fundamental rights involved. 

 

Current legal framework is effective and enables the implementation of different competences 

and know-how 

From a practical perspective, it should be clarified that measures to remove illegal content should be 

applied upon request of the competent authorities, which have the right tools and skills to identify 

the illegality of the content. They can therefore require the most adequate solution, according to the 

type of illegal activities and the role of each intermediary. The imposition of a general “duty of care” 

on intermediaries to proactively monitor, evaluate and remove/block access to potentially illegal 

content, which is made available on networks and hosting platforms storing information in a closed 

environment, without a specific assessment by a competent authority, can have serious negative 

consequences. This includes the liability for damages in case of an incorrect decision, an undermining 

of the prohibition against general monitoring as stipulated in the ECD and confirmed by the Court of 

Justice of the European Union (CJEU) as well as having an undue impact on European citizens’ 

fundamental rights to freedom of expression and information. 

The need of legal certainty requires that enforcement against illegal content online not be in any way 

devolved to the discretion of any type of intermediary service providers. A clear distinction should be 

made as regards the roles of the different agents involved in the value chain. The “proactive measures” 

encouraged by the Recommendation of March 2018 (indent 18), if understood in general terms, go in 

a highly worrying direction. They are in our view a slippery slope as ultimately, this may be used as a 

catalyst to the possible general introduction of a “duty of care” for all kinds of intermediaries – and 

corresponding liability – in some Member States (recital 15). This may potentially lead to a conflict of 

laws with the ECD and subsequent legal fragmentation in the EU that could be detrimental to the 

functioning of the Digital Single Market. We expect that these measures will exclusively apply to 

certain hosting platforms which store information provided by and at the request of their users and 

give other users access thereto, often on a large scale, and which are directly involved e.g. in 

promoting piracy acts. 

Necessary differentiation to be maintained in view of types of allegedly illegal content 

From a substantial perspective, ETNO believes that, when addressing such an important topic, some 

clear distinctions need to be made, not only according to the type of intermediary under scrutiny but 

also according to the type of illegal activities that the Commission intend to focus on.  
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We refer in particular to copyright infringement cases: ETNO believes that the framework currently 

in place, at both EU and national level, already provides for sufficient tools to tackle those specific 

illegal activities when occurring online. Such infringements are specifically addressed via a number of 

provisions, such as IPRED and national implementing laws, the general Copyright Directive (currently 

under review) and some important national best practices. In addition, IPRED has recently been 

evaluated and provided important recommendations for the way ahead were issued by the 

Commission and the Council. Also at a national level, in Italy, by way of example, the National 

Regulatory authority has put in place an additional mechanism - in respect of the judicial authority 

system - to remove illegal content. In Belgium, a civil court issued via a quick procedure a blocking 

order against a significant number of copyright infringing websites in a decision against the main 

Belgian Internet access providers. Thus, existing legislation seems both capable and sufficient to 

address copyright online infringements to Telecom companies. Therefore, if a particular action is 

needed, it should be a focussed sector-specific intervention, striking a fair and proportionate balance 

between the interests of all affected parties and that its scope is strictly limited to avoid risking a 

detrimental effect on the larger digital economy. 

From a more general perspective, the ECD has proven to be a sound instrument in addressing the 

issue, and ETNO believes that it is still the most appropriate general framework for the liability 

regime of intermediaries. In a fast-moving environment such as the online one, it is extremely 

difficult to capture the technological developments in a timely manner and to adopt future-proof 

rules. ETNO therefore strongly recommend keeping the basic liability regime provided for by the 

ECD. The liability regime in Chapter IV of the Directive strikes the right balance between the interests 

of the various stakeholders in the digital value chain. Consumers have access to valuable services 

and sharing information, and intermediaries can provide innovative services. This regime guarantees 

that intermediaries do not become the “police of the internet” or its overseeing tribunal. 

Additional provisions with a sector-specific approach can also be found in many new pieces of 

legislation soon to be adopted. Such are for example the review of the Audiovisual Media Services 

Directive with rules on illegal (and harmful) content on video sharing platforms. Another example is 

the Directive on Copyright in the Digital Single Market which includes provisions on addressing 

content made accessible illegally and measures to be taken by ‘online content sharing service 

provider’ (“OCSSP”). For a number of categories of illegal content, this will bring about additional 

measures to issues identified, and time should be provided, post adoption, to evaluate the positive 

effects of these new approaches. 

 

The notification systems 

Many European players, including ETNO members, provide internet access services, manage online 

platforms for the legal delivery of content (such as TV platforms) and/or for allowing users to 

communicate with each other. In these roles, they already have developed their own efficient 

practices for illegal content notifications based on experiences specific to their diversified 

businesses. ETNO support that such tools are further adopted in a voluntary way, also as part of a 

business strategy aimed at providing services of increased quality and with a rights protection 

viewpoint. The regular update of these mechanisms has proven to be successful. In any case, such 
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tools, in order to be proportionate and efficient, must be the output of the necessary collaboration 

amongst stakeholders.  

Users or other interested parties may use already established intermediary notification systems as a 

simple way to inform relevant authorities about the alleged existence of illegal content or behaviour 

online. In turn, it will be the competent authority the one who is empowered to notify the alleged 

infringement-hosting platform 

More specifically, ETNO members, in their capacities as IASP and cloud providers, already have put in 

place notice procedures, which users are aware of thanks to the information provided within the 

Operators’ Contracts Terms and Conditions. According to these procedures, many ETNO members 

already provide feedback to inform persons notifying disputable content about the status of their 

notice. In addition, some also provide confirmation to the complainants about the receipt of their 

notice, if the senders’ contact details are known. However, it is difficult to provide for a general 

regime applicable to all illegal activities and to all kind of notices. In particular, notices coming from 

automated systems should not be followed by any feedback from the telecom providers. The 

promptness of telecom providers in taking down the illegal material also depends on the kind of the 

illegal content notified (e.g. child protection). A case-by-case approach is needed, and we believe 

that, in the framework of general guidelines, self-regulation has proven to be the best tool to devise 

and make available flexible and tailored rules. 

There should be no obligation on providers to consult the alleged infringers. This responsibility 

should lie with the competent public authority in charge of assessing the alleged illegality of content. 

This is necessary to protect users in the first instance, but, in some cases, it could actually jeopardise 

criminal investigations (e.g. in the case of child sexual abuse content). 

Accordingly, eventually content providers should be allowed to give their views on the alleged 

illegality of the content to the competent authority, but not to the intermediary. The latter are 

neither the correct interface for content providers, nor are they in a position to decide on the 

effective illegality of the content. Moreover, it is worth reminding that the same content can be 

deemed lawful or unlawful in different countries and in the online world this can lead to additional 

complexities and uncertainties. 

Legal certainty is essential for the vast majority of intermediaries and for telecom companies in 

particular. The risk of taking down or disabling access to legal content should therefore be based on 

predefined and specified conditions, whose existence must be ascertained by the competent 

authority. As already stressed, the process of assessing the validity of the notification is crucial, and 

we consider that it should be done by public organizations that ensure to have the necessary 

competences and legal basis to act. Private commercial organizations may lack the full context and 

the expertise to judge whether a particular content is illegal.  

Notification should be validated by a public authority (e.g. a court, government-appointed official or 

other independent third party, duly certified by the competent authority) before an intermediary 

can be required to act on it. 
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